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EPCS in Virginia 

• CII-V allowed (all schedules) 

• Pharmacy EPCS readiness in Virginia is 83 
percent  

• Virginia prescriber EPCS enablement is 0.4 
percent 
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Presentation Notes
According to data provided by Surescripts, pharmacy EPCS readiness in Virginia stands at 83%, which is significantly higher than the national average and is really quite good.  However, Virginia prescriber EPCS enablement is 0.4%, which is not very good.  Nationally, prescriber EPCS enablement only stands at 2%, but that still is much higher than the status in Virginia.




Drug Enforcement Administration (DEA) 

• Interim Final Rule (IFR) 
 

• Approved Certification Processes 
• InfoGard Laboratories, Inc. 
• Drummond Group Inc. 
• iBeta LLC 
• Global Sage Group, LLC 
• ComplySmart, LLC 
• Electronic Healthcare Network Accrediation 

Commission (EHNAC) 
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Presentation Notes
 It has been four years since the Drug Enforcement Administration (DEA) published its interim final rule (IFR) allowing electronic prescribing for controlled substances (EPCS). 


The rule outlines requirements that are descriptive of the outcomes that the DEA wants to achieve. This is not a technical implementation specification.  They have been very prescriptive around security requirements, but leave the actual implementation up to the applications and the auditors to determine how to be compliant, and meet their user needs.

DEA recently amended its regulations to specify the conditions under which controlled substance prescriptions may be issued electronically. As set forth in the regulations, before any electronic prescription or pharmacy application may be used to transmit prescriptions, a third party must audit the application for compliance with the requirements of 21 CFR part 1311, or a certifying organization whose certification process has been approved by DEA must verify and certify that the application meets the requirements of 21 CFR part 1311.  These six certifying organizations have had certification processes approved by DEA.




Drug Enforcement Administration (DEA) 

• Practitioner requirements 
 

• Identity proofing  

Presenter
Presentation Notes
A practitioner will be able to issue electronic controlled substance prescriptions only when the electronic prescription or electronic health record (EHR) application the practitioner is using complies with the requirements in the interim final rule.

The application provider must either hire a qualified third party to audit the application or have the application reviewed and certified by an approved certification body. The auditor or certification body will issue a report that states whether the application complies with DEA's requirements and whether there are any limitations on its use for controlled substance prescriptions. (A limited set of prescriptions require information that may need revision of the basic prescription standard before they can be reliably accommodated, such as hospital prescriptions issued to staff members with an identifying suffix.) The application provider must provide a copy of the report to practitioners who use or are considering use of the electronic prescription application to allow them to determine whether the application is compliant with DEA's requirements. 

Nothing in this rule prevents a practitioner or a practitioner's agent from using an existing electronic prescription or EHR application that does not comply with the interim final rule to prepare and print a controlled substance prescription, so that EHR and other electronic prescribing functionality may be used. Until the application is compliant with the final rule, however, the practitioner will have to print the prescription for manual signature. Such prescriptions are paper prescriptions and subject to the existing requirements for paper prescriptions.

Identity Proofing: 
Identity proofing is critical to the security of electronic prescribing of controlled substances. Authentication credentials used to sign controlled substance prescriptions may be issued only to individuals whose identity has been confirmed. Individual practitioners will be required to apply to certain Federally approved credential service providers (CSPs) or certification authorities (CAs) to obtain their two-factor authentication credential or digital certificate. The CSP or CA will be required to conduct identity proofing that meets National Institute of Standards and Technology Special Publication 800-63-1 Assurance Level 3. Both in person and remote identity proofing will be acceptable. DEA expects application providers will work with CSPs or CAs to direct practitioners to one or more sources of two-factor authentication credentials that will be interoperable with their applications. Prescribing practitioners may wish to contact their application provider to determine which CSP or CA the provider recommends the practitioner use. The specifics of each application will determine what kind of two-factor credential will be needed.



Questions? 
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